0C200 V1 — 1.24.0 cbopka 20230328

Cnncok coBMeCcTUMbIX yCTpOﬁCTB

Touku pgocryna

EAP690E HD, EAP670, EAP660 HD, EAP650, EAP650-Outdoor, EAP620 HD, EAP615-Wall, EAP610,
EAP610-Outdoor, EAP265 HD, EAP230-Wall, EAP235-Wall, EAP225-Outdoor, EAP115-Wall, EAP245
V3, EAP225 V3, EAP225-Wall V2 v Bbiwe, EAP115 V4, EAP110 V4, EAP110-Outdoor V3 u Bbiwe

KommyTtaTtophbl

TL-SX3016F, TL-SX3008F, TL-SG3452XP, TL-SG3452X, TL-SG3452P, TL-SG3452, TL-SG3428XMP,
TL-SG3428MP, TL-SG3428XF, TL-SG3428X, TL-SG3428, TL-SG3210XHP-M2, TL-SX3206HPP,
TL-SG2428P, TL-SG2218, TL-SG2008P, TL-SG2210MP, TL-SG3210 V3, TL-SG2210P V3.2, TL-SG2008
V3, TL-SL2428P V4 n Bbiwe

Lnro3bl

ER8411, ER7206 (TL-ER7206), ER605 (TL-R605) V1 n V2

YnyuweHus n HoBble PYHKLUN

1. MNMomumo nokanbHoOro Buaa AobassieH rnobanbHbIv BUA, B KOTOPOM MOXHO MpOCMaTprBaTh
MHGOPMALMIO O KOHTPOJIEPE, YNPABAATL OKALMAMU N BCEMMU NMOAKNHOUYEHHBIMM
yCTPOMCTBaMM, a Tak>Ke NPOCMaTpPMBaTh XYPHabl U U3MEHATb HACTPOMKM Ha YPOBHE
KOHTpoOJIepa.

2. [lobaBneHa noajep>kka KapT M BO3MOXHOCTb YKa3blBaTb KOOPAMHATbI (LUIMPOTY 1 JOATOTY)
YCTPOWCTB 1 nokauuni. Jna ncnonb3oBaHma kapT HeObxoAMMO yKasaTb TokeH goctyna API
Mapbox.

3. O6HOoBeHa cMcTeMa YUETHBIX 3anncen: MOMUMO TPEX CyLLECTBYIOLLMX POiei (MOCETUTEND,
aAMVHUCTPATOP, MaBHbIA a4MUHUCTPATOP) Tenepb MOXHO CO3AaBaTb COOCTBEHHbIE POIN,
CaMOCTOATENIbHO HacTpamBaTb NpaBa A/ HAX U NPUBA3bIBATL UX K YYETHbIM 3anmcsamM. YTobsl
He 6b110 NpobeM NpU BXOAE C HOBbIX YUYETHbIX 3anuncen, HEOH6XOANMO OOHOBUTL
npuaoxeHne A0 Bepcun 4.6.

4.  [obaBneHa TéMHas Tema. E& MOXHO BKAHOUNTL B pasgene [/106a/1bHbie HacmpoUku —>
Hacmpotiku koHmposanepa - ViHmepgetic nosns3osamena - TéMHas mema.

5. ﬂ,06aBJ'IeHa BO3MO>XHOCTb KOMMPOBaHMA HACTPOEK A4/14 TOYHEK AO0CTYyMNa N KOMMYTAaTOpPOB



Omada. MoxHo BblbpaTb Apyroe yCTPOUCTBO B TOM Xe N0KaLMM U CKOMMPOBaTb €ro
HaCTPOWKM, YTO yNpPOLLAET FPYNnoBYO HACTPOMKY 1 3aMeHY YCTPOMCTB.

6.  OntumusmpoBaHa «bbicTpas HacTpoka» 1 ybpaHa «Jlokaumsa No yMONYaHWIo»; Tenepb Ha
3TOM 3Tarne MOXHO BblbpaTb onuuto «Co3ate HOBble NapaMeTpbl» Uan «BocctaHoOBUTL 13
pe3epBHOro danna» 1 co3aatb JIOKaLUN NO3XKe.

7.  [obaBneHa BO3MOXHOCTb CKPbITUS OBOPAaTHOrO OTCYETa NepeHanpas/ieHns nopTana nyTém
CHATWUA raNoYKM HaNpPoTMB NapameTpa «loka3biBaTb 06paTHbIA OTCYET NepeHanpaBieHns
nocse aBToOpM3aLMm» B HaCTPOMKax KaCTOMMU3aLMmM nopTana.

8.  [opaboTaHbl anropMTMbl aBTOMaTU4ECKON ONTUMM3ALLMM MOLLHOCTM.
9.  TloBbilWeHa CKOPOCTb 3arpy3ku CTPaHWULLbl C YCTPONCTBAMMU.

10. [dobasneHa noaaepxkka cnegyrowmx dyHkumm watoda Omada, ans paboTbl KOTOPbIX
noTpebyeTcs 06GHOBNEHME NPOLUMBKM, KOTOPAs BbIMAET MO3XKE:

e Moct VLAN: MOXHO npuBsasatb Heckonbko ceten VLAN k ogHomy nHTepdency LAN.
e [puoputnzauns (Hacmpotiku nokayuu - lNepedauya).
o AyteHTndukauns LDAP ana PPTP/L2TP/OpenVPN.
e SHA-384 n SHA-512 ana IPsec n pesepsupoBaHua IPsec.
e [losHbi pexxum ans OpenVPN.
e DNS Proxy (Hacmpotiku nokayuu - Cepsucsi) ¢ noaaep>xkon DNSSEC, DoH v DoT.
e Kactommnzaumsa DDNS.
e Hosble onuwnmn DHCP:
o Onuwua 2: cmelleHne BpemMeHW.
o Onuua 42: ceteBad 3arpy3ka NTP-cepsepa.
o Onuma 67: TFTP-cepsep.
o Onuua 252: URL-agpec WPAD.
e Hacrtpowvika PVID.
e Hactponka MRU pgns PPPOE.
e Knrouesble cnosa ana puabtpaumm URL-agpecos watosa.
e Onuuu cepsuca Bonjour, cepBuca n knmeHTckon cetn aaa mDNS waro3a.
e T[lopgaepxka npotokona VolP n mHoxectBeHHoro WAN ana mapipyTtusaumm coriacHo
noanTuke.
e VimMnopt 3anucu pesepsupoBaHuns DHCP v skcnopt B 3anucb npueaskn IP- n MAC-
ajpeca.

11. B pa3zen «Jlokaumnsa» gobasneH passgen «/IHCTPYMEHTbI» CO CeAYHOLWMMU MHCTPYMEHTaMU:



12.

13.

14.

e [IpoBepka ceTn. BoibepuTe Touky goctyna nam kommytatop Omada v BbINOAHUTE
KOMaHZay Ping namn TpaccmpoBky, 4Tobbl MPOBEPUTL CETEBOE MOAKIHOUEHME.

e 3axBarT nakeTtoB. BeibepuTe TOouky goctyna Omada 1 BkAOUMTE 3axBaT NakeToOB A/A
yCTpaHeHWs Henonagok.

e TepmuHan. Bbibepute Touky goctyna nam kommyTtatop Omada v oTkponTe
«TepMuHan». Yepes TepMmnHan MOXHO BbINOAHATE KOMaHAbl CLI nan Shell.

YT06bI BOCMONB30BATHCA MHCTPYMEHTaMM, HEOHXOAMMO YCTaHOBUTb Ha ycTponctea Omada
HOBYHO MPOLUNBKY (BbIMAET MO3XKeE).

[lobaBneHa BO3IMOXHOCTb 3arpy3ku nHbopmMaLmm o6 yCTporCTBe, UTO NO3BOASET NPOBEPATH
pabouee cocTosHme ycTponcte Omada v ycTpaHATb Henonaakw. [ns 3arpy3ku Bcen
nHPopmaLmMn HeobXxoaMMO YCTaHOBUTb Ha ycTpoinctBa Omada HOBYHO MPOLWMBKY (BbIMAET
nosxe). Ytobbl 3arpy3nTtb nHGopmaLmto o6 ycTponcree, HeOHXOANMO NepenTn B pasgen
«CBOWCTBa» yCTPOWCTBA, 3aTeM NepeunTn B pasgen Hacmpotika - YnpaseneHue ycmpolcmeom
W HaXaTb KHOMKY «3arpy3unTb».

[obaBneHa noaaepxka cneayrownx GyHKLNW, CBA3aHHbIX € IPV6:
e TOUKM AOCTyna u koMmyTatopbl Omada Tenepb MoOryT noayyatb agpeca IPv6;

e pob6aBieHa BO3MOXHOCTb OTObpaxkeHns IPv6-agpecoB KJIMEHTOB, MONYYEHHbIX OT
Touek goctyna EAP n kommytatopoB Omada;

e ans kommyTtaTtopoB Omada gobaBneHbl MLD Snooping n «[loBepeHHbIV cepBep
DHCPv6»;

e noazepxka IPv6 gobaBneHa ana cnmckos ynpasaeHus goctyrnom (ACL) kommyTaTopoB
N TOYek JocCTyna;

e noazepxka IPv6 gobasneHa ana ¢unbtpaumnm URL-agpecoB Ha TOukax 4OCTyna;

e CTaTM4eckas mapwpyTtunsaumsa IPv6 Ha kommyTaTopax Omada;

rpynna IPv6 v rpynna IPv6-lopr.

YT06bI BOCMOABL30BaTLCA PYHKLMAMK, HEOHXOAMMO YCTaHOBUTL Ha ycTporcTea Omada HoBytO
NPOLUMBKY (BbIMAET MO3Xe).

[lobaBneHa BO3MOXHOCTb HacTpouku yepes CLI, koTopas B HacTosiLLee BpeMA MOXeT
AOMNOHATL HAaCTPOWKK, BbINMOJHEHHbIE Uepe3 rpadunueckmii nHTepdenc kommytaTopa. Ansa
HacTponkmn yepe3 CLI HeobxoanMO 0OHOBUTL NpOLMBKY KOMMYyTaTopoB Omada (BbinaeTt



15.

16.

17.

18.

19.

20.

21.

no3sxe). HCTpyKLMK 1 Mepbl NPefOCTOPOXHOCTH, KOTOpble HeObX0AMMO cobaroAaTh Npu
HacTpowke vepe3 CLI, socTynHbl 34ech.

[JobaBneHa dyHKUMA «3aKpenuTb 3a TOUKOW gocTyna». OTKpownTe OKHO KaneHTa «CBOMCTBa»,
nepenanTe B pasgen «Hactponka», BkAtoumTe 3Ty GYHKLUUIO 1 BbibepuTe OAHY MAN HECKOBbKO
Touyek goctyna EAP — nocne atoro kaveHT byzeT 3akpennéH 3a BbIbpaHHbIMY TOUYKaMK
AocTtyna. 3Ta GyHKLMA No3BoaseT n3bexatb YpesaMepHO HaCcTOro nepekaryYeHns
HernepeMeLLaoLerocs KAMeHTa Mexay HeCKObKMMU TOYKaMn JoCTyna.

JdobasneHa dpyHKumna «OrpaHnyeHmne ckopoctu SSID», no3Bonstowas pa3gennTb NPOnyCckHYHO
CNOCOBHOCTb MeXAY BCEMU KIMEHTaMU, MOAKIOUEHHBIMU K OAHOMY Anana3oHy Wi-Fi ogHon
Touku goctyna EAP. ina paboTbl 3TOM QYHKLMM HEOBXOAMMO OOHOBUTbL MPOLLMBKY TOYEK
poctyna EAP Omada. Hactponku orpaHuyeHnsa cKopocTun BCTYNAT B CUY TOIbKO Ha TOYKax
poctyna EAP, Ha KOTOpbIX yCTaHOBAEHa COBMeCTMMas MpoLLMBKa.

[lobaBneHa BO3MOXHOCTb OTOb6paxkeHna nmeHu nonb3osatena Wi-Fi kaneHta npwm
ayteHTndukaumm WPA-Enterprise B ctonbue «AyteHtndurkaumsa 802.1X» B pasgene
«KnneHTbI».

[lobaBneHa BO3MOXHOCTb 6osee rmbkon HaCTPOVKM NapamMeTPOB BHELLHMX NOPTOB B pa3jese
«[Mpobpoc noptoB» ana KoHTpoanepa Omada. Ecim koHTponnep Omada v ycTponctea
Omada HaxoaaTcs B pa3HbIX NOKaNbHbIX CETAX, HEOHXOAMMO HacTPOUTb NPOBPOC NOPTOB Ha
poyTtepe. Ecam ncnonbsyetcs koHTpoanep Omada go Bepcun 5.8 BkAtOUMTENBHO, ANS
BHELUHEro 1 BHyTPEeHHEero NopToB 3anucu npobpoca NopToB HEOHXOAMMO yKa3aTb 3HaUeHne
«29810-29814». HaunHas ¢ Bepcum 5.9, BHELWHNI 1 BHYTPEHHWI MOpPThI 3anucen npobpoca
NOPTOB MOTYT OT/INYATLCSA, HAaMPUMeEP, MOXHO cAenaTb Tak, YTobbl BHewwHme nopTbl 59810—
59814 npobpacbiBanncb Ha BHyTpeHHWe nopTsl 29810-29814.

[obaeneHa noaaepxkka LLDP ana touek goctyna EAP Omada. Bkatounts LLDP MOXHO B
pasgene «Hactpovikn nokaunm». Tpebyetca 06HOBUTL NpowmnBKy Touek goctyrna EAP Omada.

OnTMMKM3MpoBaHa TONOAOINA CETU 3a CYET BHeapeHnsa nHoopmaumm LLDP ¢ kommyTaTopos
Omada. Tpebyetcs 06HOBUTL NpOLLMBKY KOMMYyTaTopoB Omada.

[obaBneHa BO3MOXHOCTb oTobpaxkeHnsa coctoaHna WAN (Bka./Bbikn.). Tpebyetrca o6HOBUTL
npowmBky kommyTatopos Omada.

NcnpaBaeHHble owmnbkn

NcnpaBneHa owmnbka, n3-3a KOTOPOM OblNO HEBO3MOXHO CO34aTb 3anncb nNpobpoca nopTa,
€C/IM MepBOe 3HaueHWe HayasbHOro mnopTa 60Jiblle aHANOTMYHOTO 3HAYEHMS KOHEYHOrO
noprTa.


https://www.tp-link.com/ru/support/faq/3569/

NcnpaBneHo HeBepHOe oTobpakeHue MPUBETCTBUA, YCNOBUA OBCAYXMBAHUA UM aBTOPCKUX
npaB Ha CTpaHuLe nopTana.

NMpumeuaHuna

DTa Bepcus KOHTpOAepa aganTMpoBaHa nog npuaoxerHne Omada Bepcun 4.7 nau BbiLLe.

KoHTponnep Omada coBMeCTUM AuLlb ONpeAesEHHbIMU YCTPOMCTBAMM, Ha KOTOPbIX
yCTaHOBJIEHA COOTBETCTBYHOLLLAs BEPCUS NMPOLUMBKWN. Y6eamnTech, YTo Balle YyCTPOMCTBO
COBMECTMMO C KOHTPOJIEPOM.

MNocne yctaHOBKM 3TOW Bepcum koHTpoasiepa Omada BepHyTbcs K Bepcumn 3.2.17 nnm bonee
paHHen Bepcun HyaeT HEBO3MOXKHO.



